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Summer 2021: Information Security Workshop
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Welcome

Introductions

In the chat, please say hello with your name, college, and position.

Speaker

Dan Rojas
Information Systems Security Officer, Santa Monica College
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Agenda

How to set up Microsoft Cloud App Security to monitor: 

Microsoft Defender

Microsoft Azure 

Office 365 security assets and cyberthreats
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Microsoft Cloud App Security
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• Cloud-delivered service for visibility and control of cloud apps

• Supports third-party cloud apps

• Alerts for atypical and suspicious activity

• Based on Adallom acquisition
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Go-to CASB for Office 365
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Top CASB Case Uses
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Microsoft Defender ATP & 
Microsoft Cloud App Security Integration
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Microsoft Azure

• What are the differences in discovery capabilities for Azure Active 
Directory and Microsoft Cloud App Security?

• Azure security baseline for Microsoft Cloud App Security

• Overview of the Azure Security Benchmark
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Azure Security Center - Security Posture Management
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• Onboard Windows Defender Endpoints
• https://docs.microsoft.com/en-us/microsoft-365/security/defender-

endpoint/onboard-configure?view=o365-worldwide

• Onboard Microsoft Defender for Identity
• https://docs.microsoft.com/en-us/cloud-app-security/mdi-integration

• Connect Office 365 
• https://docs.microsoft.com/en-us/cloud-app-security/connect-office-365-

to-microsoft-cloud-app-security

• Connect Microsoft Azure
• https://docs.microsoft.com/en-us/cloud-app-security/connect-azure-to-

microsoft-cloud-app-security

Useful Links
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