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Welcome

Introductions
In the chat, please say hello with your name, college, and position.

Speaker

Dan Rojas
Information Systems Security Officer, Santa Monica College
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Agenda

How to set up Microsoft Cloud App Security to monitor:

Microsoft Defender
Microsoft Azure

Office 365 security assets and cyberthreats
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Microsoft Cloud App Security

e Cloud-delivered service for visibility and control of cloud apps

e Supports third-party cloud apps
« Alerts for atypical and suspicious activity an
* Based on Adallom acquisition
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Endpoint Detection & Response
Windows Defender ATP

Threat Signal Clustering
Microsoft Intelligent Security Graph

ha

Identity & Access Management ® @ " Microsoft C|.0 ud | Security Analytics & Guidance
Azure AD & Conditional Access :: App secu l"lt'y Microsoft Secure Score
A uniquely
integrated CASB

Data Loss Prevention
Azure Information Protection

Cloud Security Posture Management (laaS)
Azure Secunity Center

Unified Endpoint Management
Intune



Microsoft Cloud App Security

The go-to CASB for Office 365 and Azure that loves 3™ party

Natively integrated across the broader Microsoft

SHnple: Sopyment product stack to deliver unique capabilities

Rooted in supporting any app
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Top CASB use cases
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Microsoft Cloud App Security

General dashboard

Filter by app: All apps

Alerts

435 open alerts

Over the last 30 days

M Open M Resolved

Recent alerts:

Alert
Logon from cutdated browser...
BEE Impossible travel activity

Multiple failed user log on atte..

View all alerts

Files infected with malware

. .
18 files infected
Identified malicious files in your cloud starage

Recently detected files with malware:

EarningsReport_2019Q1.zip
Eicar.txt
HR_Summary_Nov2017.ex|
System_Spec.txt
MDplanning.ppt

MailChimp Freddie.png
tempbucketname79667363.txt

Document.txt

PPrFEDRPEDN:

View all

Dismissed

6/3)

1PM

Discovered apps

357 discovered apps

Over the last 30 days

W Highrisk W Medium risk

App categories by traffic:

Cloud storage

Low risk

Marketing

23MB

18MB

IT services

17MB

Hosting services
I R

Content management

M Sanctioned

View all discovered apps

15MB

13MB

M Unsanctioned Other

Privileged Office 356 OAuth apps

45 privileged OAuth apps

Privileged apps that users gave permissions ta

Most authorized, rarely used privileged OAuth apps:

Name

Graph explorer
Salesforce Developers
Spanning Backup
Workbench
Salesforce Help
Google Cloud Shell

Google Drive

View all OAuth apps

Authorized by

214 users.

185 users

146 users

129 users

13 users

67 users

35 users.

Top users to investigate

145 users to investigate

Investigation priority is calculated using a user's alerts and risky
activities over the last 7 days

Top users to investigate:

Name Investigation priority score
. Emil Ruder 452
@ Josef Muller Brockmann 325
’f' Adrian Frutiger 309
9
5, .
G ulie Cooper 284
@ cniruder 246
‘) Josef Muller Brockmann 214
“f Adrian Frutiger 198
L
u Max Miedinger 153

Investigate users and accounts

Azure security configuration

21 Azure recommendations

This assessment, powered by Azure Security Center, provides
recommendations for missing configuration and security control

M High severity M Medium severity Law severity

View all recommendations

Amazon Web Services security configuration

16 AWS recommendations

This assessment provides fundamental security recommendations
based on the Center for Internet Security (CIS) benchmark for Amazen
Web Service

M High severity M Medium severity Low severity

View all recommendations

Contoso

() Send feedback

Conditional Access App Control

15 connected apps

Conditional Access App Control enables user actions to be monitored
and controlled in real time using access and session policies

34 protected sessions over the last 30 days (O

245 protected actions over the last 30 days (0

View all

App connectors

12 app connector instances

App connectors use the APls of app providers to enable greater
visibility and control over the apps you connect to.

© 6 connected app instances
A 4 connected app instances need your attention

@ 2 connected app instances with connection errars

View all

Data Loss Prevention alerts

Over the last 30 days

50

0
03/01 03/06 03m 03/16 03721 03726 03/31

View all DLP alerts
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Microsoft Cloud
App Security
(MCAS)

Windows Server Hybrid Identity Azure Azure AD

Active Directory User & Entity Active Directory Identity
Behavior Analytics

Microsoft Defender
for Identity
(Azure ATP)

Protection




Microsoft Defender ATP &
Microsoft Cloud App Security Integration
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Cloud App Security

Cloud Discovery

Pashboard Discovered apps F
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RISK SCORE

20 of 27 discovered apps

172 MB

21 M8

Transactions
125%
118X
1.3K
1 7k
1.5K
1.6X

Users

"

COMPUANCE RiSK FACTOR

Select factoes

P addressos

&

Win10 Endpoint Users «

SECURITY RISK FACTOR

Select facrors

New policy from search

Machines Ladt seen (UTC)

1110 ep S

19 Sep 24 201
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8 ep 24, 20
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Save as
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Actioen
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SHADOW IT MANAGEMENT LIFECYCLE

Safely adopting cloud apps

Continuous monitoring

Be alerted when new, risky or high voleme
apps are discovered in your environrment for
contineous monitoning and ongoing control

over your clowd apps,

Govern your cloud apps

Start managing douwd apps and leverage
ane ol several governance actions such as

Sanchion, Ursanciicn, ::-nhl::-arrlin-g an app ﬂ

to AAD to leverage S50, marking them for
resvienw o blocking thern from your network.

Analyze usi:!\

Understand the usage patterns

based on trafhe data, top users and IP addresses,
app categones and machines. Leverage the C-
lewed report for a high level overviesw and
recommendations

e 0

Discover Shadow IT

Identify which apps ane beng
used n your organization from an app catalog
of =16k doud apps and custom apps.

Identify the risk

levels of your apps

Linderstand the risk associated with discovered
( apps, based on more than

TO risk factar in:ludlr'-g. Jecurity

factars, induws ry- and h,-.g.ul rrgulm wans — with

the ability to customize risk sconng

Evaluate compliance

Evaluate whether the discovered apps mesat
the comphance standards of your organization
against factors bke GDPR or industry-relevant
standards like HIPAA readiness.
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Cloud Discovery > alice.corp.contoso.com

Crvendiew Discovered apps User histony
[ All apps ¥
Apps Risky apps Transactions Traffic
Transactions

Total traffic

IP address history

#10.7 GB
%107 GB

& it
Win10

klai 26

RS Fesit Timeliame :
Endpoint Users=  Last 30 days-  °

2 View in Windows Defender ATE

Mair 2 Mar 30 Api

P £ Mar 30 Apr




Microsoft Azure

« What are the differences in discovery capabilities for Azure Active

Directory and Microsoft Cloud App Security?

* Azure security baseline for Microsoft Cloud App Security

* Qverview of the Azure Security Benchmark

California
Community
Colleges
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Azure Defender Azure Sentinel

Advanced workload protection for “ Security information event management,

orchestration & automation across your
environment, including 39 party devices

selected resource types

Azure Security Center

Your base level of security posture management
including on-prem via Azure Arc

____________________________________________________________________________________________________________________________



0 Security Center | Overview &

Showing 40 subscriptions

‘ A2 Search (Ctrl+ /)

General

0 Overview

& Getting started
= Recommendations
¥ security alerts

4 Inventory

& Community

Cloud Security
¥ Secure Score
B Regulatory compliance

U Azure Defender
Management
Hi Pricing & settings

#1 Security policy

Security solutions

of

Workflow automation

Coverage

@ Cloud connectors (Preview)

e Subscriptions E’f‘ What's new

40 1

Azure subscriptions AWS accounts

o Secure score

Current secure score

[ ] COMPLETE
Caontrals 1/16
[ |
58x v COMPLETE
245 POINTS Y= Recomm.. 43/134

|I‘TIpI’CIVE Your secure scare >

o Azure Defender

Resource coverage
88% For full protection, enable 8 resource plans
Alerts by severity

5 I

10

@ ||||||||Ir|||I||||n

4 Sun Sun 18 5un 22

Enhance your threat protection capabilities >

lo

H..

0

et

L..

0

©4

GCP projects

7= 151

9 Regulatory compliance
Current compliance by passed controls
HIPAA H.. H
SOCTSP IE
NIST SP ... I
PCIDSS ...

Azure CI... I

Improve your compliance =

#  Inventory
Unmonitored VMs

% 54 To better protect your arganization, we
recommend installing agents

Total Resources

2967

| Unhealthy Healthy Mot applicable
[1648) {1064) [255)

Explore your resources =

Active recommendations

1/22
113
3/29
5/45
3/24

0 100

Security alerts

Insights
Most prevalent recommendations {(by resources)
é_m Audit diagnostic setting 684
§_=A Storage account public access sh.. 290
2_:‘1 A wulnerability assessment soluti.. 123
g_:g. Disk encryption should be applie.. 115

Controls with the highest potential increase

[=] Remediate vulnerabilities +11% (6pt)

[=] Enable encryption at rest +6% (4pt)

[ =] Remediate security configura... +5% (4pt)

View controls =

Azure Security Center community

a Join the Azure Security Center
community on GitHub to interact with

other customers and experts and learn,
provide feedback, and share knowledge

about Security Center.

View Azure Community >

N



zure Security Center - Security Posture Management
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Useful Links

* Onboard Windows Defender Endpoints

* https://docs.microsoft.com/en-us/microsoft-365/security/defender-
endpoint/onboard-configure?view=0365-worldwide

* Onboard Microsoft Defender for Identity
* https://docs.microsoft.com/en-us/cloud-app-security/mdi-integration
* Connect Office 365

* https://docs.microsoft.com/en-us/cloud-app-security/connect-office-365-
to-microsoft-cloud-app-security

e Connect Microsoft Azure

* https://docs.microsoft.com/en-us/cloud-app-security/connect-azure-to-
microsoft-cloud-app-security

California 20
Community
Colleges



https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/onboard-configure?view=o365-worldwide
https://docs.microsoft.com/en-us/cloud-app-security/mdi-integration
https://docs.microsoft.com/en-us/cloud-app-security/connect-office-365-to-microsoft-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/connect-azure-to-microsoft-cloud-app-security

	Windows Security Center /  Microsoft Cloud App Security

